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IntroductIon

Today's world is more connected and complex than ever 

before. Unrelenting globalisation and technological 

advance have brought many benefits, but also drive 

an accelerating pace of political, economic and social 

change. Organisations nowadays face dangers that are 

not only familiar and understood, but also, with increasing 

frequency, those that are new or changing, and in some 

cases, entirely unexpected. Recent history has powerfully 

demonstrated the potential impact of these emerging risks 

and just why they cannot be ignored. 

Shockwaves from global events such as systemic 

financial failure, terrorism and climate change ripple 

down to effect all but the smallest entities. At national 

and regional levels, organisations are exposed to fiscal 

crises, environmental disasters or rapid demographic 

shifts. Industries are increasingly susceptible to disruptive 

technologies and dramatic regulatory change, while 

individual businesses must deal with incipient threats in 

cyberspace and social media. 

The hazards lurking over the horizon are of increasing 

concern for regulators. For example, the US Comptroller 

of the Currency couples emerging risks with existing risks 

throughout its guidance on risk management in its latest 

handbook for large bank supervision. And in Europe, Article 

41 of the Solvency II Directive on insurance regulation states: 

“The supervisory authorities shall have appropriate means, 

methods and powers for verifying the system of governance 

of the insurance and reinsurance undertakings and for 

evaluating emerging risks identified by those undertakings 

which may affect their financial soundness.”

These new rules are still somewhat vague, but that is only 

because appropriate methodologies for identifying and 

managing such emerging risks have only recently begun to 

develop and best practice is itself just emerging. Internal 

audit has always had to ensure that the appropriate 

controls are in place for an organisation to navigate safely 

through its operational waters, helping it achieve its 

business objectives while complying with its regulatory and 

legal requirements. As the world becomes more uncertain 

and volatile, it falls to internal audit to also provide a 

forward looking perspective for the board and senior 

management, identifying exposures and helping prevent 

disruption, reputational damage, financial loss or even 

failure that could come from future perils. 

Key elements of emergIng rIsKs

Reinsurance company Swiss Re defines emerging risks 

as “newly developing or changing risks which are difficult 

to quantify and which may have a major impact on the 

organisation.” This identifies their key elements.

Emerging risks may be entirely new, such as those posed by 

social media or technological innovation. Or they may come 

from existing risks that evolve or escalate – for example, 

the way counterparty credit risk or liquidity risk sky-rocketed 

during the 2008 financial crisis. 

Newly developing risks lack precedent or history, and 

their precise form may not be immediately clear, which 

makes them difficult to measure or model. Changing 

risks are at least familiar in their shape and nature, 

although the rate of transformation and intensity can 

make them hard to quantify. 

The final key element of emerging risks is their potential 

impact. New or changing risks can be as menacing as those 

the organisation deals with on a daily basis, and sometimes 

even more so. To give just one example, the way in which 

the music business failed to address the implications 

of digital downloads allowed a complete outsider, the 

computer company Apple, to step in and define and 

dominate the new market.

Emerging risks also threaten through their apparent 

remoteness or their obscurity. US Secretary of State Donald 

Rumsfeld distinguished between things we know we do 

not know ('known unknowns'), and things we do not know 

we do not know ('unknown unknowns'). In the first category 

are risks whose shape might be familiar, but where we do 

not necessarily understand all of their elements – causes, 

potential impact, probability or timing. Unknown unknowns 

are events that are so out of left field or seemingly far-

fetched that it takes great insight or a leap of the imagination 

to even articulate them. These include the 'black swan' 

events highlighted by the investor-philosopher Nassim 

Nicholas Taleb, where the human tendency is to dismiss 



4             EYE ON THE HORIZON: INTERNAL AUDIT'S ROLE IN IDENTIFYING EMERGING RISKS NOVEMBER 2013

them as improbable beforehand, then rationalise them after 

they occur. The 9/11 terrorist attack, or the financial crash of 

2008, or the invention of the internet show that not only do 

black swan events happen, but they do so more frequently 

than is generally recognised, and they have an historically 

significant impact (and not always negative).

Many emerging risks are characterised by their global nature, 

their scale or their longer-term horizon – climate change 

is an example that displays all of these elements. In other 

cases, it is less the individual events themselves, some of 

which may be relatively moderate or manageable on their 

own, as the conflation of circumstances that creates a 

'perfect storm'. 

sources of rIsK 

The World Economic Forum (WEF) classifies risks under 

five broad headings: economic, environmental, geopolitical, 

societal and technological (Global Risks 2013). Economic 

risks, for example, include major systemic financial failure, 

unmanageable inflation or deflation, and unforeseen 

negative consequences of regulation. Technological risks 

include massive incidents of data fraud or theft, failure of 

intellectual property regimes, cyber attacks and critical 

systems failure. Each risk is further categorised by likelihood 

and impact, as well as the direction and speed of change in 

these factors over time. 

Furthermore, individual risks do not exist in isolation. 

When the risk categories are mapped over each other and 

links are drawn between them, a whole new landscape 

of risk emerges. Connections between things like critical 

systems failure, cyber attacks and massive incidents of 

data theft can lead to what WEF calls 'digital wildfires in a 

hyperconnected world'. 

Organisations must be aware of these global generic 

factors and their interdependencies when addressing 

emerging risks, while at the same time focusing in on 

their own industry sector, operating environment and 

the characteristics of their particular business. Financial 

services is particularly sensitive to national and international 

economic factors, technology innovations and social 

trends. As a technology-dependent industry, finance faces 

escalating threats from criminals whose methods and tools 

evolve as fast as the security measures firms put in place to 

guard their business. Innovations such as mobile devices, 

multi-channel commerce and cloud computing all bring 

with them vulnerabilities such as systems failures and online 

fraud, as well as open the door to agile new competitors. 

Reputation and brand are now exposed on the frontiers of 

social media with their own dynamics in terms of speed and 

contagion. Meanwhile, regulatory regimes that are meant 

to provide protection and stability can end up creating new 

risks when a dramatic revision of rules following a crisis has 

far-reaching intended and unintended consequences.

the challenge of IdentIfIcatIon

Given the plethora of possible sources, organisations must 

identify those emerging risks that are most relevant to them. 

Once identified, they must assess each risk's likelihood and 

potential impact. Significant risks must be weighed against 

the organisation's risk appetite – some might be acceptable 

as part of business activity, others will need to be mitigated 

or avoided altogether. Indicators must be put in place that 

will enable the organisation to monitor and track the risks. 

And there must be systems to report on the risks to the 

board, senior management and other relevant stakeholders. 

Of these basic elements, identifying emerging risks can be 

the most challenging. Techniques employed within existing 

risk management, traditionally based on an analysis of 

history, are of limited use with threats that are only just 

taking shape, or whose source, direction or timing are 

highly uncertain. Also, the human brain has a number 

of biases that hamper a rational approach to remote or 

unusual events.

Human thinking is anchored in the present. We remember 

recent events better than those in the past, and we tend to 

relate new information to what we most recently experienced 

even though it may not be relevant to the new situation. 

We also have a tendency to 'groupthink', where the desire 

for harmony and consensus overrides rational or original 

enquiry. We also tend not to give credibility to that which we 

have not experienced – the black swan problem. 

To overcome these psychological barriers, organisations 

need methods that help those responsible for emerging 

risk expand their horizons and investigate the unfamiliar. 

Useful approaches include specially convened workshops 

and brainstorming sessions. The groups involved should 
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be cross-functional, including subject matter experts with a 

range of knowledge and experience who together can view 

issues from a number of dimensions. Participants can be 

given exercises before attending that encourage rational 

thinking about risks, drawing on the work of psychologists 

such as David Ropiek. At the meetings, a skilled facilitator 

can be valuable in promoting open discussion and the 

challenging of conventional assumptions, as well as 

disrupting tendencies to groupthink or other biases. Subject 

matter experts can sometimes have the most difficulty 

in imagining beyond the boundaries of their field of 

knowledge, although once they acknowledge the plausibility 

of alternative scenarios, their judgement should be given 

proper weight. 

By definition, data on emerging risks will be sparse. 

Organisations will need to cast their net widely for relevant 

information. Surveys and interviews with key individuals, 

and participation in industry forums and conferences, can 

be useful. Other possible sources include academic papers, 

legal advisers and consultancies. Rating scales or top 

five or top ten lists can help prioritise concerns and focus 

attention appropriately. 

Organisations might want to link their emerging risk 

enquiries with their reverse stress testing programmes, 

which are now a requirement under regulations such as 

Basel III and Solvency II. Reverse stress testing aims to 

identify what could cause a business to fail, and uses this 

information to ensure that the relevant risks are sufficiently 

understood and managed. 

lInKIng to strategy and objectIves

Essential to the identification of the most critical emerging 

risks is an awareness of the organisation's strategy and 

objectives. This is where the organisation can be most 

susceptible to new or changing threats and where they 

can cause the most damage. To properly understand the 

strategy and objectives, internal audit must engage in open 

and honest discussion with the board and senior executives. 

It must get close to the business in terms of knowing the 

particularities of its operations and understanding the 

environment in which it operates. Newspaper and magazine 

articles, court filings, awarding of contracts, and activities 

on social media such as Facebook and Twitter can all help 

inform on how the organisation is perceived and point to 

where risks might be starting to brew. 

As firms accumulate 'big data' on their business activities 

and markets, analytic and visualisation tools can help detect 

early signals or trends that could indicate the emergence of 

new or evolving dangers. For example, a series of losses that 

in themselves are not individually remarkable could indicate 

the development of a larger problem in the making. And 

drawing connections across a number of moderate but inter-

linked concerns can reveal where dangers are beginning to 

germinate and grow.

lIKelIhood, frequency and Impact

Once identified, risks must be assessed for likelihood, 

frequency and potential impact. Scenario simulation is an 

essential tool to work through possible outcomes. Stress 

tests can help define levels of severity. To avoid the danger 

of unlikely but potentially significant events dropping off the 

radar, impact should be weighted higher than likelihood.

Risk is part of doing business, so the organisation must 

measure the emerging risks it has identified against its risk 

appetite, and decide which it might be prepared to accept 

as part of its activities, those it wants to mitigate, as well as 

those it would want to avoid altogether. The expression of 

risk appetite is ultimately the responsibility of the board, and 

internal audit should ensure it is properly documented, with 

overall and key factor tolerance levels. 

Once identified and assessed, emerging risks can be dealt 

with in much the same way as existing risks. Withdrawing 

products, exiting volatile markets or divesting parts of the 

business are mechanisms that can be used to evade risks 

judged to be beyond the organisation’s appetite. For those 

threats that remain, conventional risk management has 

many tools for mitigation, such as diversification, risk sharing 

or risk transformation. 

The most effective, or sometimes the only way to manage 

certain risks can be collaboration. This could include 

cooperation with peers for industry-wide risks, such as those 

related to regulation. Or it might be with the regulators 

themselves in the face of systemic risks. Or it could involve 

collaboration with trade unions, or supply chain entities, or 
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end-user customers – for instance to implement security 

procedures for online access and identity verification.

Absolutely essential is that individuals or departments take 

ownership of the specific identified risks, perhaps overseen by 

an emerging risk committee. This accountability is necessary 

to ensure the effective implementation of a programme for 

monitoring and mitigating the risks. 

IndIcators

Once the organisation has concluded which risks are 

relevant, likely and potentially high impact, it must 

put in place indicators by which it can monitor their 

development and raise alerts as necessary. Some indicators 

will be quantitative, for instance measures of economic 

performance, while others will be more qualitative in nature, 

requiring expert analysis and assessment. 

example of emergIng rIsK IndIcators

an autonomous process

Emerging risk management has a number of aspects in 

common with existing risk management and can usefully 

borrow many of its techniques and methods. However, 

there are also clear differences. Existing risk management 

is reactive, based on historical loss data, and focuses on 

the immediate operational environment with a near-term 

horizon. Emerging risk management is proactive, accesses 

a wide range of information, and looks at the larger context 

over a longer-term horizon. Critically, emerging risk takes 

into account the organisation's strategy and objectives. 

Furthermore, while existing risk management is largely 

quantitative in its methods, emerging risk must of necessity 

be more creative and qualitative in its approach. 

It follows from this fundamental differentiation that 

emerging risk management should be a separate 

autonomous process, with its own framework and resources. 

By the same token, it also faces its own set of challenges.

Delineating the scope of risks to consider can be a problem. 

WEF sets out a long list of dangers across a broad range of 

categories, and only scratches the surface of the potential 

interdependencies between them. An organisation must 

place itself in this greater landscape of global risk with an 

awareness of threats beyond its own boundaries, while 

homing in on those most relevant to its own activities and 

operating environment.

The identification and evaluation process should not just be 

a once a year event. It has already been noted that the pace 

of change is a key driver of emerging risks. Circumstances 

can alter rapidly and new information is always emerging. 

The most critical risks should be reviewed at least once a 

quarter. However, keeping the exercise fresh and meaningful 

can prove testing. A useful way to address this is to have a 

mechanism that regularly pushes out new information and 

thinking in a readily digestible way – bullet points rather 

than long articles – so that the relevant individuals are aware 

of how issues are evolving. 

Embedding an emerging risk awareness into the 

culture of the organisation can be a challenge when 

compensation structures and incentives are traditionally 

geared towards the short term. Although regulators now 

make mention of emerging risk, regulatory requirements 

rIsK IndIcators

Future shortage of 
skills and talent 

Shifting demographics, falling 
national educational attainment 
levels, restrictive immigration 
policies

Lack of business 
resilience

Breadth and diversity of supply 
chain and/or distribution channels, 
open internal communications 
channels

Market disruption 
through technological 
innovation

Lack of technological agility, 
dependency on legacy systems for 
core processes, vendor lock-in on 
key systems

Political instability 
impacting on market

Deteriorating public trust in 
politicians or business-government 
relations, rising popularity of 
extremist parties

Environmental 
disaster

Increasing incidence of extreme 
weather events, underlying trends 
in temperature and rainfall, loss of 
biodiversity

Sudden market 
realignment

Trends in demographics and 
longevity, new migration patterns, 
rapid development of emerging 
markets

Challenging 
economic 
environment

Growing trade protectionism, asset 
price collapse, over concentration 
on single industry sector

Cyber attack Increase in hacking and other 
suspicious online activity

Reputational damage Negative industry coverage in 
media, negative sentiment on  
social media
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are still vague and impose few specific obligations so far. 

This could change as best practice evolves. It can fall to 

internal audit to emphasise the reality of emerging risks 

and make the argument that the cost of their potential 

impact cannot be ignored. 

Emerging risk management needs a disciplined process, 

backed by the necessary resources and assigned an 

appropriate profile within the organisation. Technology will 

be helpful in documenting processes, managing workflow, 

monitoring key risk indicators and raising alerts. It can 

provide a central repository of information that can be used 

for reporting to the various stakeholders, as well as enabling 

the use of dashboards for monitoring and alerts, with drill 

down into underlying data. 

conclusIon

As the world becomes more volatile and frenetic, internal 

audit is being asked to be the eyes that look into the future 

and spot dangers in the making. This does not mean that 

internal audit should manage emerging risks. It can help 

devise a programme that includes best practice in identifying 

and assessing new and developing risks and ensuring 

their effective monitoring and mitigation. As with existing 

enterprise risk management, internal audit's role is to ensure 

proper processes and controls are in place and that there 

is review and follow up. Implementation is for the business 

itself to enact. 

It is important that when internal audit looks at the 

organisation it does so from the same vantage point as 

enterprise risk management. Any mismatch of views, 

where for example internal audit takes a legal entity 

perspective while enterprise risk management looks 

at business divisions, will hamper analysis and require 

translation between them. It is essential there is only one 

version of the truth. 

The aim of an emerging risk programme is to improve 

the overall resilience of the organisation to new and 

unexpected threats. Given the nature of the problem, it will 

be difficult to measure success. However, the organisation 

can gather evidence of where the process identifies risks 

early, or where it made new connections and uncovered 

correlations that potentially pose a threat. It can look at 

whether it did so in a timescale that allowed for adequate 

preparation and mitigation. 

A well designed emerging risk process should give deeper 

insight into the organisation's operations and environment 

and lead to changes in policies, practices, limits, contract 

terms or other measures that provide protection for the 

business. It should help embed and reinforce a strong risk 

culture in the business. And it should foster dialogue and 

build trust between internal audit and the board and senior 

executives, risk management and other senior management. 

In this way, it can provide vital support to the organisation in 

pursuing its strategy and objectives. 
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