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to begin, let’s pAint A simple picture…

What point are we making?  Why is this 
complex procedure necessary?  employees 
knew the costs of ingredients and how the 
quantity of each affected the organizations’ 
margins.  they also knew to protect the 
organization’s most precious asset - its 
secret recipe – and therefore its competitive 
advantage. internal auditors’ ability to 
understand how the business operates was 
imperative not only for their documentation, 
but to provide perspective of the critical items 
outside of just the financial reports.   

soX: before And After
Prior to the passing of the u.S. Sarbanes-
oxley act of 2002 (SoX), internal auditors had 
the ability to understand individual activities, 
risks and controls.  By extrapolation, they also 
understood the organization’s core, its lifeblood 
and how it made money.  this was possible 
because companies had financial, operational, 
strategic and compliance related internal 
controls.  internal controls may have varied from 
the safety button on machinery to the hair and 
face nets necessary to avoid contamination of 
raw and finished goods, but they were hands-
on and facilitated a deep understanding of a 
company’s internal workings.   

after the passing of SoX, internal audit became 
a required function with an expectation to 
perform SoX documentation, SoX testing, and/
or SoX independent testing.  the pendulum 
shifted and it has never been clear when it would 
shift back.  the value and benefits of internal 
audit were substantially altered as more scrutiny 
was given to financial internal controls vs. 
operational and/or strategic internal controls, 
such as ensuring the crucial secrecy of the recipe 
in the example above.     

WhAt’s the result?
on the tenth anniversary of SoX, it is evident 
that a u.S. based regulation has rippled 
throughout the global marketplace.  the 
expectation around understanding and 
monitoring internal controls, especially the 
financial ones, has become an organizational 
requirement.  this expectation has kept internal 
auditors focused primarily on financial controls 
and away from operational and strategic 
planning and annual business objectives 
controls.  therefore reducing internal audit’s 
ability to understand and include the strategic 

Production audit 
factory Production facility a 
07/01/2013

“the factory employees collect the raw, 
unprocessed ingredients in a set order, 
based on a secret recipe.  each employee 
is only told two or three ingredients and 
is required to sign an annual secrecy 
document.  the stainless steel drum and 
mixer are sterilized after each batch, 
with the night crew performing the last 
sterilization and shift management 
performing their own morning inspection.  
management always enforces both 
cleanliness and adherence to the set 
order of the recipe, conducting random, 
daily checks throughout the production, 
including the always-feared white glove 
inspection.  employees also knew that 
measuring each ingredient preciously was 
important, as any ingredient overages 
would impact the mixing blade and any 
ingredient shortages would be easily 
identified by the Quality group.“
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plan and annual business objectives in their 
annual risk assessment, as their knowledge 
of daily operations is constantly questioned.  
that same knowledge of daily operations was 
so important in keeping internal audit aware of 
both internal benchmarks and other operational 
opportunities.  in addition, the perception that 
internal audit’s role as the enforcers of corporate 
governance has reduced the willingness of the 
business to share openly and honestly.  the 
champions of internal controls have become the 
champions of control over financial reporting.  

hoW does internAl Audit shift the 
pendulum bAck?  
the answer is not brute force, but rather a 
methodical approach that involves alignment, 
collaboration and some internal and external 
open and honest assessments.  

the alignment of internal audit is fairly 
straightforward as it begins with an internal 
review of the audit committee charter/code-
of-conduct and how the role of internal audit 
is defined.  the curveball is when internal audit 
re-evaluates its own internal audit charter, a 
periodic activity that should be collaboratively 
conducted with the audit committee.  

items under consideration should be: 

•    Frequency and types of communication 
from internal audit to the audit 
committee, executive management, Senior 
management and other personnel 

•    Internal Audit’s role in performing both 
assurance and advisory services to the 
organization 

•    Increasing the transparency and awareness 
of internal audit’s role in the organization, 
through targeted initiatives

•    Conducting further assessments of the 
business orchestrated by internal audit and 
shared with the broader management team

•    Internal Audit’s access to records and 
previous situations when access was not 
provided 

•    Internal Audit’s awareness of the strategic 
plan and  organizational objectives

•    Availability for Internal Audit to educate the 
audit committee and/or other boards on 
various financial, operational, compliance, 
and Strategic matters

alignment involves two key issues that should be 
evaluated periodically. these are:

•   The services provided by Internal Audit 

•    The organizational reporting role of Internal 
audit

Both matters should be openly discussed 
by the head of internal audit and the audit 
committee, with the sole intention of keeping 
the department independent and objective.  
let’s look at each issue in more detail.

the services provided by internAl 
Audit
it is crucial that all services provided are 
objective.  one of the greatest concerns 
surrounding objectivity involves internal audit’s 
ability to perform consulting services to the rest 
of the organization.  as with all internal audit 
assurance and consulting services, the services 
need to be well documented within the internal 
audit charter and approved by the audit 
committee.  

these additional measures should also be 
considered by internal audit prior to performing 
consulting services: 

•    Document the scope, objectives, milestones 
and output of the proposed consulting 
services project 

•    Document the role and responsibilities 
of the internal audit professionals on the 
proposed consulting services project  
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•    Document how the Internal Audit 
department will ensure that the internal 
audit professionals involved in the 
consulting services will recluse themselves 
from conducting direct audit activities for a 
period of time 

•    Coordinate with the business on how to 
communicate internal audit’s involvement 
and participation throughout the process 

the alignment of services is crucial, as assurance 
and consulting services need to be fully 
defined and agreed upon so that the internal 
audit department does not violate the iia’s 
international Standards for the Professional 
Practices of internal auditing (Standards) or the 
expectations of senior management and the 
audit committee.  

Part of the alignment of services is managing 
expectation around how internal audit 
collaborates and shares with both risk and 
compliance departments in their assurance 
activities.  this is important as internal 
audit needs to walk the line between their 
independence and objectivity and the 
organization’s desire to have a single version of 
the truth.  

an example: internal audit’s report includes a 
rating associated with a particular issue 

•    Would the Risk department agree that it is 
an issue? Would compliance agree that it is 
an issue?

•    Would Risk or Compliance agree with the 
root cause?

•    Would Risk or Compliance agree with the 
rating?

•    Would the recommendation involve 
coordination with risk or compliance?

•    Why was the exception not identified 
sooner?

a few key items to collaborate on and share 
between audit, risk and compliance to establish 
consistency are as follows: 

•    Organizational and divisional strategic 
plans and objectives

•    Vantage point of the entire organization

 -   organization or management 
reporting structure

 -  financial reporting structure

 -  legal entity structure

 -  Product/services structure

 -   geographic locations/shared service 
centers

 -  Significant it applications

 -  Significant it infrastructure

•   Use of internal and external frameworks

 -  coSo, coBit, itil, iSo, etc. 

•    Taxonomy and definition around processes/
cycles/work-streams, risks, and controls

 -   definition and approach to grading/
scoring the above.  for example, 
operational risk management views 
this as a ‘moderate’ risk in terms of 
significance, how do compliance and 
audit view the same risk?

•    Communication protocols for sharing work 
products, reports and various initiatives.

 -   this one is fairly important as internal 
audit should be allowed to audit 
both risk and compliance assurance 
activities and the above differs in that 
it deals with day-to-day activities.  

note: issues are not mentioned above as they 
require the above alignment and the willingness 
of audit, risk and compliance to share their 
approaches and processes in understanding and 
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reviewing the organization.  While issues can be 
shared across departments, it is important that 
the approach as to how they were identified is 
also shared.  

the orgAnizAtionAl reporting role of 
internAl Audit
the second key matter around alignment 
involves the organizational reporting role of 
internal audit as it involves the perception of 
executive management.  too often, internal 
audit reports functionally to the audit 
committee, but operationally to either the 
financial controller (fc) or the chief financial 
officer (cfo) via a dotted line. 

Prior to SoX, many organizations didn’t have an 
internal audit department or full-time internal 
audit department.  in the rush to comply with 
SoX, those organizations built their own internal 
audit departments with their primary objective 
being to comply with internal controls over 
financial reporting.   for other organizations 
that had an internal audit departments, SoX 
required more professionals with a financial 
background.  in general, the first few years of 
SoX required a lot more resources to handle the 
volume and demands around internal controls 
over financial reporting.  all of this effort and 
emphasis moved the pendulum to one side, 
reducing internal audit departments’ ability 
to handle the other focus areas for internal 
audit.  those other focus areas are strategic and 
operational risks and controls.   

the strain on internal audit departments kept 
internal audit professionals focused on internal 
controls over financial reporting for three 
straight years.  it was not until late 2006, when 
the PcaoB released audit Standard number 
5 (aS 5) - that was later approved by the u.S. 
Securities and exchange commission - that 
internal auditors had the chance to modify their 

focus.   aS 5 re-introduced some basic internal 
control concepts that were taken for granted 
for the first four years of SoX, namely corporate 
governance.  corporate governance is hard to 
measure - both quantitatively and qualitatively - 
because it requires a thorough understanding of 
how the balance of leadership and management 
exists at both Board and executive management 
level.  corporate governance is also very 
subjective with respect to the frame of reference 
of both deliverer and recipient.  internal and 
external stakeholders only find out about the 
effectiveness of their organization’s governance 
when there are issues at Board and/or executive 
management level. 

the passing of aS 5 was truly beneficial to 
internal audit as it provided the burning 
platform for them to realign the entire 
organization’s approach to SoX.   it also re-
introduced the mandate for an independent 
and objective internal audit department.  
unfortunately, too many organizations took 
the passing of aS 5 purely on face value as the 
inclusion of corporate governance meant a 
significant reduction in the number and type of 
internal controls over financial reporting and 
the ability to test financial controls in a different 
fashion.    

Since internal audit remained with a dotted line 
to the fc or cfo, both the perception and the 
knowledge of the past three years remained 
and internal audit departments were primarily 
focused on financial risks and controls.  this 
limited internal audit’s exposure to day-
to-day operations and their organizations’ 
industry specific risks.  Within the internal 
audit department the excitement of aS 5 was 
lessened for some by personal exhaustion.  for 
a large number of internal audit departments, 
it became difficult to transition SoX testing 
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back to the organization’s management owing 
to a variety of factors ranging from resources 
to competency of staff.  in addition, these 
hastily established or built-up internal audit 
departments often lacked sufficient knowledge 
of operations.  Sufficient knowledge is defined 
as best practice, key performance indicators, 
benchmarks and other controls.   all of this 
contributed to a general malaise across the 
internal audit profession.  

SoX was and remains a golden opportunity 
for internal audit to demonstrate how they 
champion internal controls. this activity falls 
under the advisory Services offered by internal 
audit and could include the following: 

•   Training and guidance on:

 -  internal controls

 -   distinguishing internal controls from 
financial reporting vs. other important 
and significant internal controls

 -   Best practices in documenting the 
significant and/or key internal controls 
as well as other mitigating controls 

 -   the importance of documentation 
throughout the process

 -   Best practices in testing significant 
and/or key internal controls

 -  Best practices in remediation

 -   how SoX controls fit into the larger 
organization

 -   how SoX fits into the strategic plan 
and organization’s objectives

the last bullet on how SoX controls fit into the 
larger organization is more than discussing 
the importance of documenting and testing 
of internal controls, it is about how the SoX 
controls fit into the other internal controls 

of the organization.  When a SoX control 
fails, an issue is obviously created and the 
control owner and control tester look to other 
mitigating controls and how to remediate.  
however, when does a SoX control failure 
escalate to the level of someone calling a fraud 
or whistleblower hotline.  most organizations 
treat SoX as a separate activity from the rest of 
the control environment.  herein lies another 
great opportunity for the champions of internal 
controls to provide context around how SoX and 
all other controls are truly aligned.   

understAnding the lArger  
orgAnizAtion
the above is guidance on how to begin to shift 
more of the accountability of documentation 
and testing from internal audit back to the 
organization.  however, internal audit can’t 
make the shift without demonstrating a 
sufficient knowledge of the organization.  
one of the largest criticisms of internal audit 
departments is that they lack an adequate 
understanding of the organization within which 
they operate.  to achieve that understanding, 
it is important that internal audit professionals 
retrain themselves on what drives their 
organization.  

Some very simple, but fundamental questions 
need to be asked:  

•    How many Internal Auditors follow news 
stories and press releases about their 
organization?

•    How many new products or services can 
each auditor name without reading from a 
narrative? 

•    How many Internal Auditors follow the 
various public filings of their organization?

•    How many Internal Auditors listen to 
analyst meetings?
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•    How many Internal Auditors have a clear 
understanding of the key competitors to 
their organization?

•    Who within Internal Audit is monitoring 
the organization’s internet and 
intranet websites for insights, changes, 
announcements, etc.?  

•    Who within Internal Audit is monitoring the 
organization’s presence on social media, 
discussion boards, ads, etc?

While easy to implement, these practices are 
often forgotten or re-prioritized for another time.  
however, these are the icebreakers and light 
conversation that internal audit staff can use 
to gain insight into their current audit activities.  
they are a wonderful way to demonstrate a 
greater understanding of the organization, while 
also developing good interpersonal skills.  Yes, 
the internal audit staff’s ability to take from the 
abstract and apply it directly to a current audit 
activity sounds a bit far-fetched.  however, as 
far-fetched as it sounds, it is important that 
internal audit staff develop good analytical and 
interpersonal skills and begin to elevate internal 
audit both in perception and reputation.  

the same traits are going to be invaluable 
when internal audit staff identify a control 
exception and need to work with the process 
owner to validate their understanding of the 
control and whether it’s an exception.  too often, 
documenting an exception and stating that it is 
an issue are not enough.  as internal auditors, it 
is vital to demonstrate a sufficient understanding 
of how the process occurred.  as part of 
understanding the process, the internal auditor 

is able to understand the control environment 
and the potential mitigating controls that 
either existed at the time of testing and/or were 
performed when the key control was identified 
as an exception.  finally, it is vital that the 
internal auditor have all of this background and 
understanding if they are able to distinguish an 
exception vs. a control failure and the root cause 
associated with the failure.   

is chAnge reAlly thAt difficult?
Before grinding on the old cliché that change is 
difficult, it is important to remember that part of 
the internal audit charter and mission includes 
the Quality assurance and improvement 
Program, a program to ensure that quality 
is part of the work completed by the internal 
audit department. the Quality assurance 
and improvement Program involves ongoing 
self-monitoring of both internal audit clients 
and professionals. too often improvement is 
only sought for quality issues, when in reality it 
should be a part of internal audit’s mandate to 
continue to drive efficiency and effectiveness in 
all processes, including their own. improvement 
can be found in many different avenues and it 
is important that the status quo continues to be 
analyzed and improvement sought.   

to begin internal audit’s improvement program, 
the department should check the pulse of 
the organization.  the best way for internal 
audit to do this is through the use of various 
assessments, surveys and facilitation sessions/
interviews.  using various organizational key 
strategic plans or organizational objectives, 
internal audit should also perform assessments 
with other stakeholders. 
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the following is an example of those types of assessments and potential audiences:  

Assessment type -  
brief documentation

Select 
employees

management Senior 
management

executive 
management

audit 
commitee 
and/or Board

compliance assessment focused on 
both knowledge and application of 
internal policies and adherence 
with jurisdictional regulations

• • • • •
Strategic direction assesssment 
focused on understanding the 
strategic plan and organizational 
objectives

• •
information security and privacy 
assessment focused on access and 
security of hardcopy, electronic, 
and/or portable data

• • • •

the three examples shown above are potential 
assessments that can be performed with the 
owners of those processes and demonstrate how 
the reach and depth of internal audit is broad 
and involves other departments. 

at the same time, internal audit should also 
conduct a self-assessment of its abilities in the 
following areas:

•    Types of talent within the Internal Audit 
department

•   Knowledge of the business

•   Willingness to learn the business 

•   Access to the business 

all of the data collected through the above 
assessments and self-assessments should 
be used to re-build internal audit’s approach 
and its ability to incorporate the organization’s 
perspective into part of its reviews. 

the re-brAnding of internAl Audit  
the last five years have been a wonderful 
opportunity for internal audit departments 
to shift their focus, as organizations’ control 
environments responded to world-wide 
recession and various corporate misdoings.  
control environments shifted as a result of 
cost-cutting measures, layoffs, divestures, 
mergers, joint-ventures, outsourcing, etc., all 
conducted by organizations to improve their 
financial positions, while also retaining their 
customers.  an ongoing and co-ordinated 
approach by internal audit and a willingness to 
embrace larger organizational objectives will 
go a long way towards rebranding a crucial, but 
undervalued function within many companies.
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