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exeCuTIve Summary – The hIghlIghTS

•	 Regulatory guidance and industry best practice expects internal audit to take a higher-level view of risks and 
controls in a firm.

•	  Process assurance and monitoring activities remain key areas of focus for internal audit functions.

•	  focus on corporate governance is down from last year.

•	  Immature risk management processes in firms and insufficient input by internal audit functions.

•	  Weaknesses in risk reporting to the board.

•	  Insufficient communication with other risk and control functions. 

•	  Challenge to audit committees to reassess the activities of internal audit.

Thomson Reuters Accelus surveyed more than 1,100 internal audit 
practitioners worldwide in february and March 2013 to canvass their 
views on the state of internal audit and their greatest challenges for 
the year ahead. 

The responses received covered 76 countries including europe, 
the Americas, Australasia, Asia, Africa and the Middle east. The 
respondents represented firms from a wide set of industries including 
financial services, manufacturing, government, education, life sciences, 
energy and other highly-regulated industries. feedback came from 
internal audit departments of all sizes, ranging from fewer than five 
auditors to global conglomerates exceeding 100 auditors.

The world of internal audit is diverse and challenging. The global 
financial crisis has sparked a reassessment of the internal audit 
function’s role in financial services in particular, but the deepening 
crisis has impacted all industries. The focus from policymakers and 
regulators alike has been on culture, corporate governance and risk 
management, together with a growing acknowledgement of the need 
for a strong, well-resourced independent audit function operating— 
and in particular reporting— in close coordination with other risk and 
compliance functions.

expectations have changed and continue to change. on the one 
hand chief executives, boards, and audit and risk committees all have 
increased expectations of the depth and quality of the work which 
needs to be performed by internal audit functions, while on the other 
regulators and policy makers are placing more reliance on internal 

audit functions not only to ensure “fair play” in organizations but also 
to undertake their business at board level and to become actively 
involved with high-level strategic risk and corporate governance 
issues.

The Thomson Reuters Accelus Internal Audit Survey 2013 analyses 
the replies from respondents and highlights the specific challenges 
and priorities that the current fog of information has presented the 
industry. There are lessons to be learnt: When compared with the 
detailed yardstick of the policies and guidance published, the results 
present a challenging picture, and one that requires action at all 
levels. from the audit committee’s oversight role to the detailed 
testing behind audit findings, internal audit functions — many of which 
need to be able to accomplish more with fewer resources — are urged 
to review what they do and reprioritize to gain maximum effectiveness.

"We do want to see the internal audit profession taken 
seriously within the institutions that we regulate. We want it to 
have an appropriate profile and thereby bolster the standing 
of the professions, because it is important."
Andrew Bailey, deputy governor for prudential regulation at 
the Bank of the england and chief executive officer of the uK 
Prudential Regulation Authority, in an interview which appeared 
in Audit and Risk Magazine, May 2012.

InTroduCTIon and baCkground
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  Global reform

The way ahead for internal audit is being shaped now. Since last 
year’s survey there have been a number of initiatives designed to 
improve the effectiveness of internal audit functions. not only do 
risk management and compliance functions need to stay on top 
of regulatory developments and changes but so do internal audit 
functions—perhaps more than ever. The survey results showed a drop 
in the number of internal auditors who thought that a key challenge 
for 2013 was “regulatory proposals to reform the audit market” (at 25 
percent last year compared with just 18 percent this year).

Internal audit functions have a number of competing priorities but 
it would be a potentially significant mistake if the opportunity was 
missed to help shape the future and contribute to the redesign of 
internal auditing. The use of established, tried and tested approaches 
might not be fit for purpose in the new world. In fact, they might only 
compound existing risks within organizations.

The financial services industry is initiating a developing global 
convergence on a range of risk, compliance and control areas. Changes 
driven by the financial crisis and implemented in the first instance by 
the financial services sector will, in time, permeate all sectors and set 
the standard for risk governance and, pertinently, the expected role 
and remit of the internal audit function. The financial Stability Board 
(fSB) has been an important influence on change, and the fSB in turn 
has its agenda set by the G20. Both the fSB itself and other major 
international standard-setting bodies, including the Basel Committee 
on Banking Supervision (Basel) have recently focused their attention 
on the internal audit function and, more widely, corporate governance.

early in 2013 the fSB issued its peer review “Thematic Review on 
Risk Governance.” The report gave a clear indication of the growing 
regulatory focus on the effectiveness of internal audit functions and 
the sound practices identified, and set the benchmark against which 
all internal audit functions should assess themselves. Although the 
fSB’s work on risk governance is not yet complete, it is clear that the 
pronouncements on what “good” looks like for risk governance will 
become the global benchmark for firms and regulators alike. The fSB 
acknowledged the significant progress which has been made but it 
also highlighted significant gaps in a number of areas, particularly 
with regard to risk management, which includes the internal audit 
function. 

At the core of strong risk management is an effective risk appetite 
framework, and the fSB reported that firms’ progress to date had been 
uneven in its development, comprehensiveness and implementation. 
Specifically, the report said that “very few firms were able to identify 
clear examples of how they used their risk appetite framework in 
strategic decision-making processes.” 

The role of internal audit within firms came under particular scrutiny 
and the report has given a clear indication of the growing regulatory 
focus on the operational effectiveness of internal audit functions. 
The sound practices identified, and against which all internal audit 
functions should assess themselves, are that the internal audit 
function must meet its obligations to the board and supervisors by: 

•	Reporting audit findings, significant issues and the status of remedial 
action directly to the board or audit committee on a regular basis

•	  Providing an overall opinion of the design and effectiveness of the 
risk governance framework to the audit committee on an annual 
basis

•	  Providing qualitative assessments of risks and controls as opposed 
to evaluating compliance with policies and procedures

•	  Assessing whether business and risk management units are 
operating according to the risk appetite framework (RAf)

•	  Providing feedback on how the firm’s risk governance framework 
and RAf compare with industry guidance and better practices as a 
means of influencing their evolution

•	  Providing input for risk assessments and feedback on internal 
controls during the design and implementation processes

•	  escalating issues and concerns identified in the course of audit work 
or through internal whistle-blowing, complaint, or other processes 
and situations where appropriate remedial action is not being 
implemented in a timely manner

•	  Being aware of industry trends and best practices
•	  Meeting, at least quarterly, with the supervisor

In addition to the overarching need for firms to increase their focus 
on all aspects of risk governance, including the need for greater 
alignment among risk, compliance and internal audit functions, there 
were concerns about the overall quality of risk management reporting 
highlighted. The fSB found that “the information provided to the 
board was voluminous and not easily understood which hampered the 
ability of directors to fulfil their responsibilities.”

fInanCIal STabIlITy board

baSel CommITTee on bankIng SupervISIon 
The Basel Committee on Banking Supervision issued revised 
supervisory guidance for assessing the effectiveness of the internal 
audit function in banks. “The Principles for enhancing Corporate 

Governance” stated that banks should have an internal audit function 
with sufficient authority, stature, independence and resources, and 
should have access to the board of directors.
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  Global reform

oTher ChangeS
More broadly across all industry sectors there has been a raft of 
developments, changes and consultations aimed at the internal audit 
function. The Institute of Internal Auditors (IIA), the standard-setting 
body for internal auditing worldwide, has issued amendments to the 
overarching standards for the profession. Its International Professional 
Practices framework (IPPf) has been changing over the past several 
years and has seen a strengthening of the benchmark requirement. 

Another global thought leader is the Committee of Sponsoring 
organizations of the Treadway Commission (CoSo) which is known for 
its guidance on internal control, enterprise risk management and fraud 
deterrence. In September 2012, CoSo released for public comment an 
exposure draft of its Internal Control over external financial Reporting: 
Compendium of Approaches and examples, which was part of its 
overall project to update its Internal Control-Integrated framework. 
CoSo’s latest consultation is focused on the control infrastructure 
in place around the preparation of financial statements which is an 
inherent part of any firm’s corporate governance arrangements. The 
final version is expected to be published in May 2013.

In europe these changes have been supplemented by a paper from 
the european Confederation of Institutes of Internal Auditors (eCIIA) 
entitled “Making the Most of the Internal Audit function,” which 
sought to provide guidance to boards, governing bodies and individual 
directors for effective internal audit functions. At its heart were 10 
recommendations for board and committee oversight of internal audit. 
The guidance from the eCIIA was more granular than that from the 
fSB. 

In the uK there has been further change with the Chartered Institute 
of Internal Auditors uK (CIIA-uK)’s Committee on Internal Audit 
Guidance for financial Services having published a consultation 
document on draft recommendations for “effective Internal Audit in 
the financial Services Sector.” 

developments in non-financial services industries also have the 
potential to create a precedent across other sectors. for instance, a 
source of direct change for u.S. defence contractors is the ability of u.S. 
regulatory agencies to access the working papers of a firm’s internal 
audit function. In August 2012, the defence Contract Audit Agency 
(dCAA) published a Memorandum on Audit Guidance which set out 
in detail how the agency intended to comply with the Government 
Accountability office report entitled: “Actions needed to Improve 
dCAA’s Access To and use of defence Company Audit Reports.” 
The dCAA has stated that the contractor should permit access and 
establish a central point of contact to facilitate access and use of 
the contractor’s internal audit work. The sanctions for withholding 
access are potentially draconian with the contractor being liable both 
to subpoena and financial penalties in the form of withholdings. The 
mandated right of access could set a precedent and spread to other 
audit agencies. firms will need to remain alert to possible extensions 
in the rights of access and should ensure that any and all internal audit 
working papers are supported by a full suite of evidence to ensure that 
an accurate picture is given should external access be required.
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The  
fIndIngS
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  The findinGs

foCuS and prIorITIeS of The InTernal audIT funCTIon

TablE 2: FuTurE posiTion - Top prioriTiEs in ThE FuTurE

TablE 1: CurrEnT siTuaTion - Top ThrEE arEas To WhiCh inTErnal auDiT's TimE anD rEsourCE arE DEvoTED

Historically the focus of internal audit has been on process-level 
risk assessment and assurance and this continues to be a trend in 
2013. The definitions and guidance provided by the global IIA give 
the internal audit function a theoretically wide mandate which is 
inherently reliant on robust risk assessment if it is to deliver effectively. 
Although it has largely been left to each organization’s discretion to 
determine the depth of an internal audit function, developing best 
practice is changing and stretching the parameters.

The IIA has defined internal auditing as “an independent, objective 
assurance and consulting activity designed to add value and improve 
an organization’s operations. It helps an organization accomplish its 
objectives by bringing a systematic, disciplined approach to evaluate 
and improve the effectiveness of risk management, control and 
governance processes.”
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  The findinGs

"The regulatory authorities expect firms to have robust 
internal audit functions capable of providing genuine 
challenge to management and driving improved governance, 
risk management and internal controls." 
Andrew Bailey, deputy governor for prudential regulation at 
the Bank of the england and chief executive officer of the uK 
Prudential Regulation Authority, commenting on the publication 
of the Chartered Institute of Internal Auditors' (CIIA) consultation 
paper, "effective Internal Audit in the financial Services Sector", 
february 2013.

There are a range of similar but subtly different interpretations of the 
preferred approach. The eCIIA has stated that internal audit must, 
through a risk-based approach to its work, provide assurance to the 
organization’s board of directors and senior management, and the 
CIIA-uK paper stated that internal audit should include within its 
scope the processes and controls supporting decision-making and 
assessing whether the information was complete, accurate and fairly 
represented the business model. 

This discretion is reflected in the range of areas presented in the 
findings in this year’s survey. When asked to highlight the three areas 
that took up most of their team’s time and resource, nearly all firms (81 
percent), covering all regions and industries, nominated the assurance 
of internal control processes as one. This figure was slightly down on 
that for last year (84 percent), but nearly double the next most popular 
choice, it is clear that assurance work remains of central importance to 
most internal audit functions.  

The second area of activity most likely to appear in a firm’s top three 
was IT security and risk. Although this area came second last year, 
the number of firms nominating it has dropped considerably, from 
54 percent in 2012 to 42 percent this year. There were regional 
discrepancies, with north America (45 percent) and South America (43 
percent) the two areas that were above the 40 percent average. The 
others ranged from 30 percent (Africa) to 39 percent (europe). 

This may be due to firms having to spend more time on other 
areas, most notably fraud and corruption, which was the fifth most 
nominated category, with 26 percent of firms saying it fell within their 
top three areas, compared with only 16 percent of firms stating this 
last year. This might indicate that internal audit functions are now 
prioritizing the assessment of the control infrastructure in these areas 
in response to greater legal and regulatory scrutiny, and might go 
some way to explain why the Americas have devoted time to this area. 

Just one example is HSBC’s breach of the u.S. foreign Corrupt 
Practices Act, which led to the bank being fined $1.9 billion in 2012. It 
is also likely to have taken firms’ business functions some time to bed 
down their anti-bribery and corruption policies and procedures, before 
internal audit was able to look at them. Greater scrutiny by regulators 
and government departments of tax avoidance schemes, which might 
be classified as fraudulent, could also account for the heightened 
focus, along with ensuring the foreign Account Tax Compliance Act 
preparedness and compliance.

The third most resource-intensive area reported by firms was legal 
and regulatory risk. This occupied the same spot as last year, although 
significantly fewer firms nominated it (down from 41 percent last year 

to 30 percent this year). The regions with the largest percentages in 
this area were north America (35 percent), europe (27 percent) and 
Asia (28 percent). South America (36 percent) devoted significant 
resources to this area, perhaps due to the impact of fraud and financial 
crime regulations. Africa (16 percent) and Australasia (18 percent) 
spent the least amount of time on this area. It is unlikely that firms 
are facing less legal and regulatory risk, but rather that there are 
additional demands being placed on their time in other areas. 

Monitoring activity was nominated by only 8 percent of firms last year, 
compared with 18 percent of firms mentioning it in 2013. This might 
indicate that internal audit functions in just under a fifth of firms have 
shifted focus from other areas onto continuous monitoring work, and 
are thus engaging with the business on a continuing basis, rather than 
dipping in and out in accordance with their audit schedule. This has 
major implications for resourcing, as continuing monitoring is more 
resource-intensive than a programmed schedule of visits to specific 
business areas. 

The regions driving the increase in monitoring were Africa, where 19 
percent of respondents had monitoring in their top three in 2013, 
compared with 6 percent in 2012; Asia, where 22 percent included 
monitoring in 2013 after none did in 2012; the Middle east, where 
figures were 26 percent up from 9 percent; and north America, where 
monitoring rose 20 percent up from 7 percent in 2012.

This marked increase in monitoring activity begs the question as 
to whether internal audit is the right function to be engaged in 
regular monitoring (as opposed to assurance work). often, the 
compliance function undertakes this work, and although it is essential 
for compliance and internal audit to work together, the greatest 
efficiencies will occur when both teams are being used to their best 
effect and have clear remits. duplication of effort can be wasteful. The 
figures might also show a trend toward monitoring being moved to 
internal audit and away from the compliance function, thus freeing up 
that function to perform a more arm’s-length, advisory role.

lastly, it might indicate a more risk-averse operational environment, 
where senior managers seek more regular assurances from internal 
audit that certain functions are working as they should be, on a 
continuous basis, rather than being content to wait for their scheduled 
visit.  

The survey results showed that internal auditors are still keen to look 
at processes, with process level risk management tied for third most 
popular choice to make it into teams’ top three areas of focus. This 
sort of quantitative risk assessment is transparent in that a process 
is (relatively) simple to assess; for many years the bread and butter 
work of the internal auditor has been quantitative and process-driven. 
While there is still a place for this work, nevertheless, in an increasingly 
sophisticated business environment across multiple industries, it is 
necessary for internal auditors also to get to grips with meaningful 
qualitative assessments of elements such as a firm’s strategy. 

Strategic level risk management came near the bottom of the table, 
with only 9 percent of firms nominating it as one of their top three 
concerns. Tellingly, however, when asked what the top priorities 
should be for the internal audit function in their firm, 36 percent 
stated that strategic level risk management should be one. Clearly, 
internal auditors are doing very little work in this area, and a significant 
percentage think that they should be doing more.
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  The findinGs

TablE 3:  inTErnal auDiT FoCus on CorporaTE govErnanCE

To date, what involvement have you had in assessing your firm's 
corporate governance?

Currently internal auditors are not focusing significant resource on the 
assessment of corporate governance, but many think it is becoming 
more important. Twenty percent of respondents stated that it was one 
of their three most resource-intensive areas, but 29 percent of firms 
thought that it should be a top three priority in the future, making it 
the fourth most popular choice (compared with it being seventh on the 
current list).

The policy makers are all in agreement that effective corporate 
governance is essential if risks in organizations are to be controlled. 

The fSB has said that it expects the internal audit function to be 
independent, but that it must also develop the skills needed to consider 
the quality and effectiveness of corporate governance in a firm and to 
assess the quality and soundness of the risk governance arrangements. 
Although the work of the fSB applies in the main to firms operating in 
the financial world, it is a clear indication of the approach which firms 
across different industries might begin to take toward risk management, 
and the role that internal audit might play in this.

Given the centrality of good corporate governance to the satisfaction 
of myriad regulatory, legal and business requirements it is perhaps 
surprising that only 25 percent of internal auditors reported that a 
review of its effectiveness was part of a continuous monitoring program. 
This was a 10 percent dip from last year's figure of 35 percent. Perhaps 
the fact that fewer firms have been looking at corporate governance as 
a matter of course suggests that appropriately skilled resources may 
be an issue, or that perhaps another control function is focused on 
corporate governance (most likely compliance). Where another function 
is responsible for the assessment of the effectiveness of corporate 
governance the internal audit function should consider giving an 
assurance as to the efficacy of the work undertaken.

of even more concern, perhaps, was that fewer firms in 2013 reported 
having any involvement in assessing their firms' corporate governance 
arrangements than had done so in 2012 (31 percent versus 21 percent). 
This was the case across all regions; in europe, in 2012 only 9 percent 
of internal auditors reported that they had no involvement in the 
assessment of corporate governance, whereas this year 20 percent 
reported this. In the Middle east, no firms reported zero involvement 
in 2012 (which suggested that all respondents had something to do 
with corporate governance) whereas 21 percent of firms reported this 
for 2013, and lastly in the u.S., 28 percent of respondents had no 
involvement in 2012, whereas this year 38 percent of firms said that they 
had no involvement. 

for whatever reason, attention has moved away from corporate 
governance in 2013, in direct contrast to clearly and unanimously-stated 
expectations from regulators.

"The auditing process is the backbone of good governance and 
that internal audit has the same critical role as primary health 
care." 

Thuli Madonsela, public protector, South Africa, speaking at the 
15th Annual national Internal Audit Conference, Johannesburg, 
August 2012.

reporTIng To The board 
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TablE 4: inTErnal auDiT inTEraCTion WiTh ThE boarD oF 
DirECTors
how frequently does your internal audit committee interact with 
the board of directors?

The internal audit function also needs to have open lines of 
communication with the board of directors, to highlight matters of 
which it should be aware. The IIA International Standards for the 
Professional Practice of Internal Auditing state that the chief audit 
executive must communicate and interact directly with the board. 
The survey revealed, however, that in 61 percent of firms the audit 
committee only reported to the board on a quarterly basis. It is to 
be hoped that the internal audit function is engaging with the audit 
committee on a much more regular basis. It ought to be the case that 
where internal audit flags up matters of note to the audit committee, 
the committee can draw it to the board's attention as and when, rather 
than holding all reporting to a quarterly timetable. 

The fSB has called for coherent risk-reporting to the board, and has 
recommended that the internal audit function should play a key role. 
Basel has made it clear that an internal audit function needs to provide 
vital assurance to a bank's board of directors and senior management 
(and bank supervisors) about the quality of the bank's internal control 
systems,  to help to reduce the risk of loss and reputational damage 
to the bank. 
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not sure
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  The findinGs

Basel has also stated that a bank's board of directors has the ultimate 
responsibility for ensuring that senior management establishes and 
maintains an adequate, effective and efficient internal control system 
and accordingly, that the board should support the internal audit 
function in effectively discharging its duties. At least once a year, the 
board of directors should review the effectiveness and efficiency of 
the internal control system, based in part on information provided 
by the internal audit function. Moreover, as part of its oversight 
responsibilities, the board of directors should review the performance 
of the internal audit function. from time to time, the board of directors 
should consider commissioning an independent external quality 
assurance review.

The CIIA-uK paper stated that the internal audit function should 
present and issue reports to the board audit committee and the 
board risk committee and any other board committee as appropriate. 
Specifically the reporting should include:

•	 A focus on significant control breakdowns together with root 
cause analysis

•	  Any thematic issues identified across the organization
•	  An independent view of management's reporting on the risk 

management of the organization
•	  At least annually, an assessment of the overall effectiveness 

of the governance and risk and control framework of the 
organization.

"a third theme [from company reports of some international 
banks of failings during the financial crisis], and integral to 
the effectiveness of risk governance, concerns the flow of 
information to the board. The lack of timely, relevant and 
comprehensive risk information was often a critical weakness. 
There might have been too much information — voluminous 
and detailed reports that could not be easily digested by the 
board — or too little, with reports out of business silos without 
an enterprise-wide perspective. in some cases, information 
was heavily filtered through the management hierarchy 
and reached the board late and/or distorted. Whatever the 
reasons, some boards did not have a holistic view of the risk 
exposures of their institution and, hence, were unable to 
recognize the warning signs. a potentially fatal 'wood for the 
trees' problem." 
John laker, chairman of the Australian Prudential Regulation 
Authority, in a speech, "The Importance of Good Governance," 
to the Australian British Chamber of Commerce, february 2013.

The IIA's International Standards for the Professional Practice of 
Internal Auditing state that the internal audit function must evaluate the 
effectiveness and contribute to the improvement of risk management 
processes. More specifically, the fSB recommends that internal audit 
should provide on an annual basis an overall opinion of the design 
and effectiveness of the risk governance framework to the audit 
committee. Internal audit should assess whether business and other 
risk management units are operating according to this assessment. It 
should provide feedback on how the firm's risk governance framework 
and risk assessment compare to industry guidance as a means 
of influencing their evolution, as well as providing input to risk 
assessments and feedback on internal controls during the design and 
implementation processes.

in your opinion, how mature is your organization's risk management 
function?

Timely and effective board reporting is even more critical to ensure 
the successful operation of a firm in an environment where only 9 
percent of internal auditors believe that their firm’s risk management 
framework is robust and appropriately resourced. Half of all internal 
auditors are of the view that their firms have a risk management 
function that is immature, in development or non-existent. The fact 
that so many internal auditors regard their risk management functions 
as, at best, requiring additional work and resources might perhaps be a 
reflection of the sceptical and critical nature of auditors generally. That 
said, it is a cause of potentially significant concern that so few internal 
audit functions are comfortable that their firms’ risk management 
(within which they themselves are included) is fit for purpose.

"The drive for greater efficiency in public spending and the 
more localised delivery of services is changing the focus 
of government. as a result, the risks are changing and the 
governance, risk management, internal controls and assurance 
processes need to adapt. internal audit's role in this is essential 
both in providing assurance on the effectiveness of controls 
over key systems and in advising executive management and 
those responsible for governance on the management of risk." 
Ian Peters, chief executive of the CIIA-uK, and Andrew Baigent, 
director-general financial audit, uK national Audit office, in a 
foreword to "Internal Audit in Practice", June 2012.
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TablE 6: inTEraCTion WiTh oThEr ConTrol FunCTions

Risk management Compliance legal external auditors

2012 2013 2012 2013 2012 2013 2012 2013

Weekly 32% 18% 32% 25% 13% 15% 7% 6%

monthly 24% 19% 27% 18% 22% 19% 18% 15%

Quarterly 14% 15% 14% 10% 16% 13% 36% 27%

annually 3% 5% 3% 4% 3% 4% 24% 28%

ad hoc 22% 29% 19% 25% 37% 40% 14% 19%

not sure 5% 14% 6% 18% 8% 9% 2% 5%

InTeraCTIon wITh oTher rISk and ConTrol funCTIonS

Just over 50 percent of respondents felt that the risk management 
function in their organization ranged from implemented (but requires 
additional work and resources) to robust and embedded; 9 percent 
of respondents felt that their organization had a robust, mature risk 
assessment program, with a further 41 percent saying that while a 
system had been implemented, it needed some work. This left nearly 
20 percent of respondents who felt that their organizations had 
immature risk assessment processes.

Australasia (62 percent) and europe (57 percent) felt that their risk 
management functions ranged from implemented (but requires 
further work and resources) to robust and embedded. Africa (39 
percent) recorded the weakest responses in this area with Asia (47 
percent), South America (47 percent) and north America (50 percent) 
also recording low scores. 

The survey results showed that 9 percent of respondents’ time was 
spent on strategic-level risk management (a decrease of 1 percent 
from 2012). Process-level risk management registered 30 percent 
of respondents’ time, again a decrease on 2012 results. Whereas 36 
percent of respondents felt that strategic-level risk management 
should be one of the top three internal audit priorities for the next 
year, with 26 percent highlighting process-level risk management, 36 
percent felt that strategic-level risk management should be one of the 
top three priorities for the board in 2013.

Across the regions the percentage difference between those internal 
auditors who were already spending time on strategic-level risk 
management and those who felt they should be spending more 
time was consistent. The lowest desired increase was in the Middle 

east, where 25 percent of respondents felt they should be spending 
more time on strategic-level risk management. This was followed by 
europe (26 percent), Asia (27 percent), Australasia (29 percent), north 
America (30 percent) and South America (31 percent).

one reason for the poor opinion respondents appeared to have of their 
firms’ risk management function might be that firms have not been 
investing in appropriate risk management tools (both inside the audit 
function and beyond). Half the auditors surveyed thought that the 
tools they currently used the most, the top two being excel (91 percent) 
and Word (78 percent), either provided them with no satisfaction or left 
them very dissatisfied when used to conduct risk assessments.  

Thomson Reuters has been told anecdotally that the reason more 
firms do not opt for bespoke IT audit packages is that it is more 
difficult for everyone to understand how to use them than it is simply 
to use the well-established excel-type packages that are core to firms’ 
corporate culture. It can also be a barrier when changes to software or 
specialised reporting have to be processed through an IT department, 
with the inherent delays and change management controls that this 
incurs. 

firms need to ensure that their audit function is appropriately 
resourced, and has the correct tools to enable it to identify, measure 
and manage risk, especially in an increasingly complex operating 
environment. furthermore, as internal auditors are expected to engage 
more directly with corporate governance and strategic analysis, they 
will need to be able to test the underlying assumptions upon which key 
decisions have been based, if they are to add most value.

The policy documents agree that internal audit should not be part of, 
nor responsible for, risk management, compliance or finance functions. 
Indeed, internal audit should never rely exclusively on the work of 
these functions, although there is a need for them to work together 
so that a rounded view of risk can be determined and reported to the 
board. The need for consistent and coherent risk reporting means 
that internal audit, risk and compliance functions need to align their 
approaches and coordinate their responsibilities to ensure adequate 
coverage of all relevant risks and, critically, ensure that the board has 
a clear line of sight to the overall risk position of the firm. 

Boards will be far more likely to reach a good understanding of risks 
if they are all “red, amber, green”-rated, or given a risk number. What 
is less than ideal is when compliance presents risks as, for example, 
red, amber, green-rated and internal audit uses a different system. 
Consistent, transparent reporting and messaging to boards can help 

to ensure that they are aware of, and give due weight to, the correct 
matters.

from a regional perspective internal audit departments in Australasia 
seemed to interact more frequently with other control functions 
than their counterparts elsewhere. for example, only 25 percent of 
respondents interacted with risk management on an ad hoc basis 
or were not sure. forty percent of respondents interacted with 
compliance departments on the same basis.

Although an internal audit function needs to be independent from 
other functions, this does not mean that it should be isolated and 
uncommunicative. The marked declines in the level of weekly and 
monthly engagement between internal audit and the other control 
functions revealed in the survey are a cause for some concern. In 2012, 
32 percent of respondents reported interacting with risk management 
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TablE 7: hours spEnT ConsulTing WiTh oThEr FunCTions on ComplianCE issuEs
in an average week, how many hours does your compliance team spend consulting with the legal, internal audit and risk functions on 
compliance issues?

legal internal audit Risk

2011 2012 2013 2011 2012 2013 2011 2012 2013

less than 1 31% 30% 28% 52% 52% 45% 32% 30% 33%

1 to 3 31% 37% 38% 29% 28% 33% 31% 36% 35%

4 to 7 17% 18% 17% 12% 12% 12% 22% 19% 17%

7 to 10 12% 7% 7% 4% 4% 5% 6% 7% 5%

more than 10 9% 8% 10% 3% 4% 5% 9% 8% 10%

In the “Thomson Reuters Accelus Cost of Compliance Survey 2013,” 
respondents (compliance professionals from 63 countries) reported 
that they spent varying amounts of time liaising with internal audit. 
Although these figures related to financial services firms only, the 
conclusions were a valid indicator for other industries and illustrated 
a definite and persistent trend towards not engaging extensively with 
internal audit.

one area which may help to drive closer interaction is financial 
crime. The IIA's International Standards for the Professional Practice 
of Internal Auditing state that internal audit activity must evaluate 
the potential for the occurrence of fraud, and how the organisation 
manages fraud risk. As a practical example the Japanese financial 
Services Agency has decided to establish a new Standard to Address 
Risks of fraud in an Audit. The new Standard is intended to clarify audit 
procedures designed to address the risks of material misstatements 
due to fraud, and to require more cautious performance of audit 
procedures in certain specific circumstances.

every week; this has dropped to just 18 percent of respondents this 
year. Similarly, 7 percent fewer internal auditors this year said that they 
spoke to compliance weekly than was the case in 2012. 

There has, however, been an increase in the number of firms 
communicating with risk, compliance, legal and the external auditors 
on an ad hoc basis. Whether this means more or less communication 
with these functions overall is hard to say. The survey results do 
tend to suggest, however, that internal audit has been battening 
down the hatches, especially with regard to its relationship with risk 
management, which showed the most marked decline in levels of 
timetabled engagement. 

Given that so many internal auditors reported having little confidence 
in their firms’ risk management function, less communication may not 
be the best way forward. The idea of an open-door communications 
policy, whereby internal audit speaks to the other functions on an 
ad hoc basis, can form part of a communications strategy but is no 
substitute for regular, timetabled catch-ups. Gathering together 
people from across the business who sit in different functions is 
difficult enough to do on a regular basis unless it is a fixed diary entry. 
Ad hoc communication can all too easily slide into no communication.

The majority of firms in all jurisdictions spent three hours or 
less consulting with internal audit on a weekly basis. This was 
probably due to the fact that communication with internal audit 
tends to be intermittent and will depend upon the audit timetable 
and on the outcomes of audits. There are likely to be times of the 
year when communication with internal audit is much greater 
(particularly if it is auditing the compliance function), and when 
an audit has highlighted something problematic. There were, 
however, significant pockets of greater activity; in the uK, just 
fewer than 13 percent of respondents reported spending more 
than seven hours consulting with internal audit function on a 
weekly basis, twice as many as last year (6 percent). The increase 
may be due to the impending and significant structural changes 
that are coming into force in the uK. it could also be due to 
better in-house alignment in some firms, whereby compliance 
works more closely with internal audit and asks them to look 
at particular areas. asian firms spent even less time talking to 
internal audit than they did talking to risk. This year 56 percent 
of asian respondents reported liaising with internal audit for less 
than one hour per week; this was a marked increase from last 
year, when only 32 percent of firms reported speaking to internal 
audit for less than one hour. Twenty-nine percent of firms spent 
between one and three hours speaking to internal audit, and 
nearly 10 percent spent between four and seven hours. Clearly 
many firms are communicating extensively with internal audit in 
the asian jurisdiction, but there is no escaping the fact that the 
majority of firms reported that they spoke to internal audit for less 
than an hour a week. only in the uK was internal audit consulted 
less, with 61 percent of firms reporting that they consulted with 
internal audit for less than an hour a week. This illustrates the 
widespread findings from respondents in the uK; significant 
numbers (13 percent) spent a day or more speaking to internal 
audit, which was higher than other jurisdictions, but on the other 
hand large numbers of firms spoke to internal audit very little. 

(Thomson Reuters Cost of Compliance Survey  2013)
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InTeraCTIon wITh exTernal audIT
TablE 8: rElianCE by ExTErnal auDiTors on ThE WorK oF 
inTErnal auDiT
how much reliance do external auditors place on the work of 
internal audit?

The survey results on the relationship between internal and external 
audit indicate that there has been a marked decrease in the level of 
reliance which external auditors place on the work of internal audit 
(39 percent in 2012 down to 28 percent this year). This is most likely 
due to new regulatory initiatives looking at the role and conduct of the 
external auditor, which may limit the reliance which can be placed on 
the work of the internal audit team. This makes sense in cases where 
internal audit fail to recognize an issue—unless external auditors can 
use fresh eyes and perform their own assessments of source material, 
the error will only be compounded. 

The financial crisis has highlighted cases of firms which were operating 
with extremely risky business and funding models, but which were 
given a clean bill of health by external auditors, in some cases over 
and over again. The reasons for this were complex and not merely due 
to an over-reliance on and blind acceptance of the work of internal 
auditors, but it was certainly a factor.

external auditors do not operate totally separately from internal 
auditors, however, and 52 percent of firms (up slightly from last year’s 
figure of 47 percent) thought that external audit placed some reliance 
on the work of internal audit in certain areas and locations. one way 
external audit might do this is by conducting its own work and then 
comparing this with the findings made by internal audit. Where it finds 
a high degree of overlap and can make a reasonable assumption that 

the work carried out by internal audit is sound, it may be able to rely on 
that work to a greater degree than it might otherwise. 

The changes to the practice and regulation of external audit cannot 
be ignored when reviewing developments for internal audit, especially 
where those changes affect the operational relationship between 
internal and external audit. In the uK fRC has issued a consultation 
that clarifies the extent to which external audit can use the work of 
internal audit.

A draft european union law is under consideration which seeks to 
improve the quality of audits by making accountants more sceptical, 
and by beefing up competition in a sector which is dominated by just 
four global firms. The eu states and the european Parliament will 
have a joint say on the law, which proposes that companies should be 
forced to switch accountants regularly; at the moment, many auditors 
tend to be kept on for decades. Switching would be mandatory but 
the maximum period for keeping the same accountant would stretch 
to 14 years, much longer than the six to nine years proposed in the 
draft law. The survey reported that 39 percent of firms outsourced 
(or co-sourced) their internal audit function so the proposed new law 
would have  considerable implications for those firms. 

There has been increasing pressure on external auditors to deliver on 
their core responsibilities of signing off an organization’s accounts. 
This will leave them with less time to give their opinion on risk and 
control issues, which means that the board will place more focus 
on the work of internal audit. Internal audit departments must be 
prepared to accept this responsibility and to work alongside the 
external audit team to provide the board with the rounded view of risk 
that the board requires. 

"Direct assistance involves some of the audit being undertaken 
by individuals that are not independent of the audited entity. 
shareholders generally expect that external auditors should be 
seen to be free from threats to their independence. permitting 
the direct use of internal auditors involves agreeing lower 
independence standards for some members of the audit 
engagement team, which leans against this expectation. 
accordingly, the FrC has concluded that this should no longer 
be allowed." 
nick land, uK financial Reporting Council board member and 
chairman of the Audit and Assurance Council, february 2013

none

Some - in key areas 
of locations

extensive - 
significant reliance 
placed with 
additional external 
audit assurance

full reliance placed 
on all internal audit 
work52%

14%
6%

28%

InTeraCTIon wITh regulaTorS
of particular interest to the internal audit function is the relationship 
a firm has with its regulatory authority. An important element to this 
will be the relationship that external audit has with the regulators, and 
the internal audit function needs to be aware of how this relationship 
works. 

Both the new regulators in the uK and Basel have issued consultation 
guidance papers which explore the relationship between regulators 
and external auditors. The uK regulators have issued a document 
entitled “The Relationship between the external Auditor and the 

"The regulatory authorities expect firms to have robust internal 
audit functions capable of providing genuine challenge to 
management."
Andrew Bailey, deputy governor for prudential regulation at 
the Bank of the england and chief executive officer of the uK 
Prudential Regulation Authority, commenting on the draft code 
for internal auditors in financial services from the Chartered 
Institute of Internal Auditors, April 2013
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reSourCe – The human faCTor

A perennial problem for internal audit management has been how 
to balance the requirements of the budget with the head count on 
the floor and the competence of that head count. It is a fundamental 
but vital point for the success of an internal audit function and one 
recognized by the policy makers.

The IIA’s International Standards for the Professional Practice of 
Internal Auditing state that the chief audit executive must ensure 
that internal audit resources are appropriate, sufficient and effectively 
deployed to achieve the approved plan. This message was reinforced 
in both the CIIA-uK and Basel papers. The CIIA-uK paper stated that 
the chief internal auditor should ensure that the audit team had the 
skills and experience commensurate with the risks of the organization.

Basel stated that professional competence, including the knowledge 
and experience of each internal auditor and of internal auditors 

collectively, was essential to the effectiveness of a bank’s internal 
audit functions. The head of internal audit should be responsible for 
acquiring human resources with sufficient qualifications and skills to 
deliver effectively on the mandate for professional competence and 
to audit to the required level. He or she should continually assess and 
monitor the skills necessary to do so. The skills required for senior 
internal auditors should include the ability to judge outcomes and 
make an impact at the highest level of the organization.

Some have queried, however, whether shifting the focus of internal 
audit might mean that resource requirements need to be reassessed. 
for example, in connection with a greater focus on corporate 
governance by the internal audit function, internal auditors need 
to consider whether they have the requisite skills to make effective 
qualitative assessments of such things as the quality of challenge at 
board level, or the engagement of non-executive directors. Additional 
training of internal auditors, who may find themselves working outside 
their comfort zone, may be essential given the different demands 
that will be placed on them in a less numbers-driven environment. 
Similarly the internal audit function may also want to consider a skills 
audit of the audit committee to ensure that the risk governance skills 
required for the future are adequately represented.

"The right mix of technical and business skills within the 
internal audit team is essential." 
Ian Peters, chief executive of the CIIA-uK, commenting on the Basel 
Committee on Banking Supervision's consultation on the internal 
audit function in banks, Audit and Risk Magazine, May 2012 

Supervisor: a Code of Practice.” The consultation paper issued by 
Basel ”external Audit of Banks” explores not only the relationship 
with, but also the overall makeup of, external audits in banks. This 
breaks the relationship down into five principles. 

The Basel Committee has issued its own set of 16 principles for 
external auditors. of the principles set out in the paper, the five below 
relate directly to the relationship between supervisors and auditors.

•	 Principle 12: The supervisor and the external auditor should have 
an effective relationship that includes appropriate communication 
channels for the exchange of information relevant to carrying out 
their respective statutory responsibilities. 

•	  Principle 13: The external auditor should report to the supervisor 
matters that are likely to be of material significance to the functions 
of the supervisor. 

•	  Principle 14: There should be open, timely and regular communication 
between the banking supervisory authority, the audit firm and the 
accounting profession as a whole on key risks and systemic issues, 
as well as a continuous exchange of views on appropriate accounting 
techniques and auditing issues. 

•	  Principle 15: There should be regular and effective dialogue between 
the banking supervisory authority and the relevant audit oversight 
body. 

•	  Principle 16: The banking supervisory authority and the audit oversight 
body should observe appropriate confidentiality requirements when 
sharing information. 

The eCIIA states that the board and chief executive officer should 
ensure that there is an open communication between internal and 
external auditors. They should oversee the manner in which the 
activities of the internal audit function and those of external audit 
optimize the use of each other’s work and avoid any risk of duplication.

In the financial services sector in particular, the responsibility for the 
relationship with the regulator has traditionally been seen as the 
domain of the compliance department. Recent communications from 
policy makers have, however, emphasized the need for regulators to 
be in closer contact with internal audit departments, an initiative which 
has been embraced by regulators but one with which internal auditors 
still need to come to terms.

  The findinGs
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geTS IT wrong
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  When inTernal audiT GeTs iT WronG

 
A failure on the part of internal audit can lead to serious consequences 
for an organization. If this “third line of defence” fails, the safety net 
has not functioned properly and firms are exposed. The recent fines for 
the manipulation of the london Interbank offered Rate (libor), meted 
out to Royal Bank of Scotland (£87.5 million in february 2013), and 
uBS (£160 million in december 2012), specifically mentioned internal 
audit. The failures were slightly different in each case and are worthy 
of further consideration.

In March 2011 RBS told the uK financial Services Authority (fSA) 
that its libor-related systems and controls were adequate. This 
was despite group internal audit finding (among other things) that 
“RBS had insufficient oversight of its libor setting.” RBS appears to 
have thought that the fact that its group internal audit function had 
identified issues meant that resolution would be automatic, and this 
encouraged the firm to attest to the fSA that all was well, without 
carrying out any further analysis. 

The issue was compounded by the failure of RBS’ audit committee 
to push this matter up the agenda, or to ask pertinent questions 
about the finding that there was insufficient oversight of the libor-
setting process. The duty of the internal audit function is not only to 
identify issues, but also to push the business to put them right. The 
IIA’s International Standards for the Professional Practice of Internal 
Auditing states the chief audit executive must establish a follow-up 
process to monitor and ensure that management actions have been 
effectively implemented or that senior management has accepted the 
risk of not taking action. 

In the uBS case, three paragraphs of the final notice were dedicated 
specifically to internal audit. The fSA, the then-uK regulator,  said:  
“The routine and widespread manipulation of submissions was not 
detected by compliance, nor was it detected by group internal audit, 
which undertook five audits of the relevant business area during the 
relevant period.” 

This illustrates how crucial it is for internal audit to make sure it is 
asking the right questions, and not merely conducting a box-ticking 
exercise which means it misses the elephant in the room, as was the 
case with uBS.

More recently, the Salz Review of Barclays published in April 2013 had 
as one of its 34 recommendations one concerning internal audit. It 
advised that Barclays’ internal audit should ensure the effectiveness 
of its audits in each of the businesses to identify control issues, 
prioritizing high-risk entities. This was to be achieved by developing 
specialist internal audit teams able to deal effectively with the bank’s 
more complex business units. The internal audit charter would also 
need to be updated and periodically reviewed to ensure that it covers 
all aspects of governance, control and risk culture, as the business and 
external environment evolves. Salz recognized that the quality of the 
internal audit function within Barclays was in need of improvement.

Audit functions in other industries have also come in for criticism. 
Although actions within the pharmaceutical sector tend to be kept 
confidential unless patients’ lives have been put at risk, a notable 
exception occurred in october 2009 when the u.S. food and drug 
Administration issued a Warning letter to Johnson & Johnson 
Pharmaceutical Research & development for failure to ensure proper 
monitoring of the clinical investigations. In this case Johnson & 
Johnson was the sponsor of investigations carried out by another 
company, but failed in its duty to ensure that the drug studies were 
adequately monitored for compliance with regulatory requirements. 
The internal audit function was not mentioned specifically, but would 
certainly have been implicated in this action given its role in assurance 
and monitoring. 

Another example was the internal report published in September 
2010 into the BP oil spill that occurred in April 2010. The report 
implicated a rig audit of the deepwater Horizon platform as having 
been inadequate. BP had conducted an audit of the rig in September 
2009 and had picked up on a number of issues, but these were not 
addressed. The extent of the liability of an audit function for a failure 
by an audited party to implement recommendations is not at all 
clear. What is certain, however, is that no matter what industry they 
are involved with, if auditors are to perform their function in the most 
effective way, they cannot stop with the identification of issues, but 
need to ensure a proper flow of communication with other areas of 
the firm (most notably decision-makers at board level) so that where 
internal audit has identified that remedial action is necessary, it is 
implemented and then tested. 

"Whilst there were doubtless examples of poor internal audit 
work, and ineffective internal audit functions, leading up 
to the financial crisis i do not subscribe to the view that all 
internal audit functions are in drastic need of improvement." 
Roger Marshall, chairman of the financial Reporting Council 
and chair of the audit committee, old Mutual. Comments made 
in his cover letter to the CIIA-uK's Committee on Internal Audit 
Guidance for financial Services (which he chairs), Consultation 
document on effective Internal Audit in the financial Services 
Sector, february 2013.
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TablE 9: ExpECTaTions – WhaT inTErnal auDiTors ExpECT To spEnD morE TimE on in ThE yEar ahEaD
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TablE 10: ExpECTaTions - Top ChallEngEs For ThE yEar ahEaD
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The top three areas that internal auditors think they will spend more 
time on in the coming year than previously are monitoring (60 percent), 
tracking of remedial actions (48 percent) and reporting to senior 
management (45 percent). The figures are remarkably similar to last 
year, which again highlights the concern around the fact that the 
majority of audit committees still only report to the board on a quarterly 
basis. This might indicate that internal auditors are reporting more to the 
audit committee, even though the audit committee has not increased its 
level of engagement with the full board. If the audit committee is made 
up of board members and has delegated power, however, it may not 
actually need to report to the board more often. The right reporting 
model will depend on the firm, the sector in which it operates, and the 
risks to which it is exposed.

The fourth most popular area on which respondents said they would 
be spending their time in 2013 was special investigations, showing a 
marked increase at 39 percent this year, compared with 28 percent in 
2012. This may perhaps indicate that internal audit functions are coping 

with increased management concerns that require them to undertake a 
deep-dive analysis of a particular area. This is likely to place a strain on 
both the quantity and quality of resource the function has at its disposal. 
Senior managers and boards need to be aware that if they ask internal 
audit to conduct work which falls outside “business as usual” (whatever 
that may be), then more skilled resource is likely to be needed.

Internal auditors listed their top three challenges for 2013 as the 
increased focus on risk and control (53 percent, still the most popular 
choice although it has declined markedly from 62 percent last year); 
insufficient skilled resources (43 percent, a marked increase from last 
year’s figure of 35 percent); and changing business model (static at 41 
percent for 2012 and 2013). The fact that so many more internal auditors 
were concerned about a lack of skilled resource this year highlights 
the changing role of the internal auditor, away from the traditional 
quantitative assessor with a spreadsheet and towards a more qualitative 
assessor of the desires and strategies of the firm’s management.
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TablE 11:  WorDlE: KEy ChallEngEs For inTErnal auDiT in ThE yEar ahEaD

TablE 12:  WorDlE: KEy ChallEngEs For boarDs oF DirECTors in ThE yEar ahEaD

The two wordles show the current situation for internal audit 
functions versus where they want to be. The main challenges for 
internal audit functions centre around assurance on internal process 
and IT risk, whereas the key challenges for the board are corporate 

governance, strategy and strategic level risk management. Ideally 
the two sets of challenges should be aligned; what is of concern to 
the board should also be of concern to the internal audit function.  
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Internal auditors were also asked to provide their opinion on the 
top three challenges that their board would face in 2013. Corporate 
strategy came out first (43 percent) which is perhaps an indication of 
the difficulties companies face in ensuring profitability in economically 
challenging times. Strategic level risk management was the second 
most popular choice at 37 percent (down from 47 percent last year), 
and legal and regulatory risk came in third with 31 percent, a decline 
of 7 percent from last year. 

TablE 13: inTErnal auDiTor’s viEW oF ChallEngEs To bE 
FaCED by ThEir boarD

2013 2012

Corporate strategy 43% 52%

strategic level risk management 37% 47%

legal and regulatory risk 31% 38%

Corporate governance 30% 35%

it security and risk 28% 28%

monitoring 19% n/a

Global expansion 17% 15%

Capital and liquidity 16% n/a

assurance on internal control processes 15% 13%

fraud and corruption 12% 8%

follow up on implementation of remedial action 11% n/a

Process level risk management 8% 10%

Customer outcome 8% n/a

other 2% n/a
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Audit committees play a vital and changing role within the governance 
infrastructure of a firm. Sixty-six percent of respondents said that they 
reported to the audit committee, 11 percent to the board and 5 percent 
to a board director. 

The audit committee has historically been seen as the challenge 
mechanism for the finance director and may even have been made 
up of ex-finance directors, but as the expectations on internal control 
functions grow and develop, so do the expectations on firms’ audit 
committees. In most firms of any size internal audit and the audit 
committee have a symbiotic relationship: one could not exist without 
the other. It is the audit committee which sets, approves and oversees 
the role, remit and activities of the internal audit function. Changes to 
rules, guidance and requirements aimed at audit committees will also, 
to a greater or lesser extent, affect any internal audit function. 

not all audit committee activity has been found to be in the best interests 
of the firm. In July 2012, the u.S. Senate Permanent Subcommittee 
on Investigations published a report “u.S. Vulnerabilities to Money 
laundering, drugs and Terrorist financing,” using HSBC Group plc as 
a case history. The report is enormously detailed, sets out a number 
of findings of fact and offers opinions and comment. Various parts of 
HSBC group’s internal audit function, reports and work are referenced 
throughout, as are the actions of the u.S. audit committee. 

one statement in particular highlighted potential concerns about 
the expected role of the audit committee. Carolyn Wind, then chief 
compliance officer of HSBC Bank uSA (HBuS) was reported as having 
been “dismissed by HBuS after raising the issue of inadequate AMl 
resources with the audit committee of the board of directors of the 
bank’s holding company, HnAH [HSBC north America Holdings Inc].” 
It is not just audit committees of financial services firms that have been 
found wanting. Weaknesses have occurred across all industries and 
sectors, with Satyam and oracle just two examples of recent high-
profile cases. 

The audit committee therefore has an essential role to play in 
delivering the assurance that risks are being controlled, and the 
internal audit function plays an integral role in that assurance. The 
audit committee should provide oversight of financial reporting, risk 
management, internal control, compliance, ethics, management, 
internal auditors and the external auditors. Some detailed audit 
committee responsibilities are likely to include:

•	 ensuring that financial statements are understandable, transparent, 
and reliable

•	  ensuring the risk management process is comprehensive and 
continuing, rather than partial and periodic

•	  Helping to achieve an organization-wide commitment to strong and 
effective internal controls, emanating from the tone at the top

•	  Reviewing corporate policies relating to compliance with laws and 
regulations, ethics, conflicts of interest and the investigation of 
misconduct and fraud

•	  Reviewing current and pending corporate governance-related 
litigation or regulatory proceedings to which the organization is a 
party

•	  Continually communicating with senior management regarding 
status, progress and new developments, as well as problematic 
areas

•	  ensuring the internal auditors’ access to the audit committee, 
encouraging communication beyond scheduled committee meetings

•	  Reviewing internal audit plans, reports and significant findings
•	  establishing a direct reporting relationship with the external 

auditors

The fSB concluded that the audit committee should:

•	 Be required to be standalone and, specifically, distinct from the risk 
committee

•	  Have a chair who is an independent director and avoid “dual-
hatting” with the chair of the board, or any other committee

•	  Include independent members
•	  Include members with experience of audit practices and financial 

literacy at a financial institution
•	  Review the audits of internal controls over the risk governance 

framework established by management to confirm that they operate 
as intended

•	  Review the third-party opinion of the design and effectiveness of the 
overall risk governance framework on an annual basis

Basel has stated that the audit committee, or its equivalent, should:

•	oversee a bank’s internal audit function
•	 Be accountable to the board, or its audit committee, on all matters 

relating to the performance of its mandate as described in the 
internal audit charter

•	 ensure that the internal audit function is able to discharge its 
responsibilities in an independent manner

•	Review and approve the audit plan, its scope and the budget of the 
internal audit function

•	Review key audit reports
•	 ensure that senior management takes necessary and timely 

corrective actions to address control weaknesses, compliance 
issues with policies, laws and regulations and other concerns 
identified and reported by the internal audit function

The eCIIA has a number of practical recommendations for boards 
(rather than directly for audit committees) but as audit committees 
are subcommittees of the board these could equally apply to audit 
committees. The board and the chief executive officer should:

•	 Provide input to the chief audit executive in his/her drafting of a risk-
based internal audit plan

•	discuss the content of the audit plan with the chief audit executive, 
paying particular attention to:
 - the process used to assess areas of significant risk to the 
organization, which may affect the targeting of internal audit 
activities

 - the extent of the internal audit universe, which will affect the 
potential breadth of internal audit’s activities within an organization

 - the extent to which both design and performance of internal 
control systems will be considered in the course of internal audit 
activity

•	Having reviewed and discussed the plan, and proposed changes as 
necessary, the board should formally approve it

•	discuss and approve any significant changes to the plan which the 
chief audit executive may propose during the year

  The audiT commiTTee

"audit committees play a vital role, but few of them manage to 
convey this fully to shareholders. here, with some pioneering 
exceptions, boilerplate still rules, doing a disservice both to 
the committees themselves and to shareholders."
Baroness Hogg, chairman of the uK financial Reporting Council, in 
a speech at the national Association of Pension funds Conference 
2012.



   accelus.thomsonreuters.com 25

The  
fuTure



          THoMSon ReuTeRS ACCeluS THe STATe of InTeRnAl AudIT 201326

The world of the internal auditor is changing. In common with other risk 
and control functions in a firm, internal auditors will now be expected 
to cope with regulatory change, heightened expectations and more 
intense scrutiny of their work at a time of constrained budgets, more 
intense competition for skilled risk resources and changing reporting 
requirements—all of this under the pall of continuing global economic 
pressures. All in all, internal auditors need to be able to do more with 
less.

Change is perhaps happening most quickly in the financial services 
sector, and it is this change which is setting the agenda for all other 
firms. There is a clear direction of travel, with internal auditors 
increasingly being asked to step outside their traditional comfort 
zone and into the more qualitative worlds of culture and corporate 
governance. It is critical that internal auditors engage with the change. 
They need to be aware of, and embrace, the changing operating 
environment, otherwise they will not be in a position to support their 
firm appropriately or to assist the board in discharging its obligations. 

rEsourCE impliCaTions
Specifically, the internal audit function needs to assess the implications 
of the raft of changes and establish what they will mean in terms of 
resources, required skill sets (for themselves and others such as the 
audit committee), reporting obligations and work program. It is a 
matter of potentially significant concern that the 2013 survey showed 
internal auditors being diverted away from both corporate governance 
and internal and external communications. 

While internal audit may well simply be following the request of 
senior managers, it is fundamental for the success of internal audit 
functions, and indeed firms themselves, that they increase all levels of 
communication and reporting and invest in the skills required to tackle 
the new regulatory requirements. It is perhaps stating the obvious that 
the skill set for auditing, say, the efficacy of accounts payable is very 
different to the skill set needed to assess the effectiveness of corporate 
governance within a firm and to take an informed judgment on the 
quality of its culture.

CorporaTE govErnanCE rEviEW
What “good” looks like for internal audit is shifting, and one size most 
definitely does not fit all. one factor common to all future internal 
audit programs will be an assessment of the effectiveness of corporate 
governance. The expectation is that internal auditors need to audit 
corporate governance and must be prepared to give an opinion about 
whether or not it is operating effectively in the firm. The precise shape 
of any review should be agreed with the audit committee, bearing in 
mind that the skill sets on the committee may also need to be reviewed 
in line with the changing expectations. 

Corporate governance review measures might include unannounced 
attendance at meetings, assessment of the quality of the argument 
on risk as evidenced in the minutes of key committees, a sense check 
of the practical ramifications of the “tone from the top” in terms of 
culture and risk awareness and a detailed assessment of the quality 
and coherence of risk and other management information. 

alignmEnT WiTh oThEr risK anD ConTrol FunCTions
Internal audit reporting will also need to be aligned with the other 
risk and control functions. Internal auditors would be well advised to 
cast a critical eye over the clarity, quality and timeliness of their own 
reporting. It has long been accepted that internal auditors need to 
have the independence and authority to report all material findings, 
risks and weaknesses without interference and undue pressure to 
alter or omit points. That said, it is increasingly critical that internal 
audit reporting to the board is not only clear but also consistent with 
other risk and compliance reporting, to enable an overall view of risk 
management and governance to be formed. 

Although boards remain accountable for the oversight of their firms’ 
risk governance, the role of internal audit is fundamental not only 
in terms of assurance but also in supporting the board in assessing 
whether the level and types of risk information provided enable the 
effective discharge of joint and several board responsibilities. In 
practical terms the internal audit function needs to consider whether or 
not the risk reporting to the board enables informed decision-making 
or whether, in the words of the fSB, “the information provided to the 
board was voluminous and not easily understood which hampered the 
ability of directors to fulfil their responsibilities.”

opporTuniTiEs
The visibility around the role and remit of internal audit will continue 
to grow, but the future does not come without risk. The enhanced 
regulatory focus and scrutiny means that the function, and in particular 
its senior managers, could in some parts of the world face sanction 
should regulatory expectations and requirements be breached. The 
greater level of risk does have its compensations, however. Internal 
audit has always been a valued part of a firm, but in future the function 
has the opportunity to fill a vital, business-critical role at the heart of 
not only risk management within a firm but also effective corporate 
governance and the cascade of a positive risk culture.

  The fuTure
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We hope you found this year’s report valuable. Many of our clients tell 
us these reports are useful for benchmarking, and also for building 
internal business cases to support greater investment in the internal 
audit function. Something we know is important to you.

hoW ElsE Can WE hElp you?
Thomson Reuters Accelus delivers a range of integrated solutions 
designed to help address the challenges you face daily and better 
manage the ever-changing risk and regulatory landscape. 

ThE provEn ChoiCE For opTimiZing your auDiT 
DEparTmEnT
Increased audit workloads stemming from expanding risk assessment 
responsibilities, increased regulatory scrutiny and constrained 
budgets leave internal audit departments doing more with fewer 
resources. often audit departments still use manual and paper-
intensive processes, and spend a disproportionate amount of time 
producing working papers and preparing reports. leveraging the 
latest technology to optimize your internal audit processes lets audit 
teams reduce the cost and time associated with audit processes. This 
frees time for focus on the higher-level view of risks and controls in 
your firm, that regulators, the board and industry best practice now 
demand.

DrivE EFFiCiEnCy anD proDuCTiviTy
Thomson Reuters Accelus solutions for internal audit help you 
standardize, automate and manage key aspects of your audit 
process – including the sharing of audit findings, key risk areas 
and recommendations across compliance, IT, internal controls and 
risk management processes. designed by auditors for auditors, 
our comprehensive audit management solutions can help with risk 
assessment, audit planning, scheduling, working paper preparation, 
time and expense entry, audit report generation, and global issue 
tracking. utilizing these powerful audit solutions, you avoid redundant 
efforts and save valuable time, money and resources. In addition, your 
auditors spend less time identifying and testing internal controls and 
place greater emphasis on measuring risks, investigating material 
threats and controlling weaknesses.

auDiT soFTWarE DEsignED For your businEss
Thomson Reuters Accelus provides a choice of internal audit solutions 
tailored to your organization’s size and specific business requirements. 
deployment options include a Microsoft® solution with a small 
footprint, easy implementation and short ramp up time targeted to 
organizations that are not highly regulated, a SaaS solution with 
internal audit capabilities, and an enterprise platform deployed in 
complex audit organizations.

ConnECTED soluTions
As a driver of improved governance, risk management and internal 
controls you need to be connected. like our solutions. The Accelus 
enterprise GRC platform provides integrated functionality that enables 
organizations to take a connected approach to GRC. designed as a 
comprehensive platform, the solution helps to break down the walls 
between audit, risk and compliance groups and provides considerable 
value when organizations deploy the software across the enterprise.

supporT bETTEr boarD govErnanCE 
Better risk reporting to the board also emerged as a theme is this 
year’s report. our board solution, Accelus Boardlink, makes life easier 
for board members and company and corporate secretaries by offering 
a secure, online location for collaboration and communication of 
critical information. effective corporate governance just got simpler 
to evidence.

To speak to an advisor about how we can help you meet the challenges 
ahead, visit

http://info.accelus.thomsonreuters.com/iasurvey2013Contactme
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